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Abstract

Presented in this paper are: 1.) lower bounds on energy consumption of noisy digital gates and 2.) the concept of noise tolerance
via coding for achieving energy efficiency in the presence of noise.
A discrete channel model for noisy digital logic in deep submicron
technology that captures the manifestation of circuit noise is presented. The lower bounds are derived via an information-theoretic
approach whereby a VLSI architecture implemented in a certain
technology is viewed as a channel with information transfer capacity C (in bitshec). A computing application is shown to require
a minimum information transfer rate R (also in bits/sec). Lower
bounds are obtained by employing the information theoretic constraint C > R. This constraint ensures reliability of computation
though in an asymptotic sense. Lower bounds on transition activity
at the output of noisy logic gates are also obtained using this constraint. Past work (for noiseless bus coding) is shown to fall out
as a special case. In addition, lower bounds on energy dissipation
is computed by solving an optimization problem where the objective function is the energy subject to the constraint of C > R. A
surprising result is that in a scenario where capacitive component
of power dissipation dominates: the voltage for minimum energy
is greater than the minimum voltage for reliable operation. For an
off-chip I/O signaling example, we show that the lower bounds are
a factor of 24X below present day systems and that a very simple
Hamming code can reduce the energy consumption by a factor of
3X. This indicates the potential of noise tolerance (via error control coding) in achieving low energy operation in the presence of
noise.

1

..........

Figure 1: The informatioin-theoreticlramework for VLSI.
the manufacturing tolerances. This is difficult to do in deep submicron technology due to reduced feature sizes, smaller supply
voltages (smaller noise margins), f a t e r transistors, slow and noisy
interconnect, and increasing density due to the trend towards building systems-on-a chip. In other words, deep submicron technology
is inherently noisy with noise comprising of ground bounce, crosstalk, process variations, charge sharing, charge leakage, etc.. This
is the reason for the recent interest in deelp sub-microrn noise analysis [2, 3,4, 51.
Designing low-power integated circuits in the presence of deep
submicron noise is a challeng~ngproblem because it requires us to
explore the energy-reliability curve. It .is not enough to reduce
energy per se but to be able achieve su:fficiently reliable operation at the same time. At present, low-power design is of great
interest [6] driven mainly by the need to extend battery life per
unit weight in mobile applications. IPesearch in this area revolves
around the development of low-power d,::signtechniq,ues at various levels of the design hierarchy [6, 7, 8, 91, power estimation
techniques [lo, 11, 12, 13, 14;1, and iinvest:igatingthe lower bounds
on power dissiparion [15, 16, 17, 181. However, the impact of
noise has not been considered so far and in particular the following important questions remain unans,wered: 1.) "What is the
lower-bound on power dissipation?, 2 . ) How far are we from these
bounds? and 3.) How do we approaclh the lower bounds systematically especially in the presence of noise?' In this paper, we provide
answers to some of these questions fior sirinple digital systems.
In this paper, in continuation of our past work [18], we present
an information-theoretic framework (see Fig. 1) for determining
lower bounds on energy of digital systems while psuring reliable
computation. Our main thesis, shown in Fig. 1, is that computation needs to be viewed as a process, of information transfer over
a noisy channel. We develop a discretc channel model for digital systems and then develop the capacity formula to calculate the
lower bounds. In this model, we assume that a module can make
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The 1997 National Roadmap for Semiconductors [I J describes the
ability to continue affordable scaling as one of the Grand Challenges. For future technologies to be affordable, it is essential that
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errors with probability E every time it is used. The value of E depends upon the supply voltage V&j and the variance .-:, of the
noise voltage xv. This model is applicable if: 1.) the system
failure modes being considered are intermittent and 2.) the sysor
tem performance is quantified in terms of bit-error rates (BER)
signal-to-noise ratios ( S N R s ) .Digital signal processing and communications systems satisfy 2.), while deep submicron technology
satisfies 1.). For simplicity of exposition, we consider the noisy
module to be a logic gate or a off-chip wire.

2

Information-TheoreticPreliminaries

In this section, we describe information-theoretic preliminaries such
as entropy, mutual information, conditional entropy and channel
capacity.
Figure 2: The entropy function h ( p ) .

2.1

Entropy

Consider a discrete source generating symbols X from the set
S X = XO,X I , . . . XL-I according to a probability distribution
function p ( x ) . A measure of the information content of this source
which is defined as follows
is given by its entropy H(X),

The conditional entropy H(XIY) can be interpreted as the
residual uncertainty in X given the knowledge of Y . In a similar fashion, the mutual information I ( X ;Y ) can be viewed as the
reduction in uncertainty in X due to the knowledge of Y . This reduction in uncertainty (by an amount I ( X ;Y ) )in X is due to the
information transferred from the input of the channel to its output
per use of the channel. The definition of mutual information in (4)
along Lvith the fact that for a noiseless channel H ( Y ( X )= 0, provides us with the defining equation (9) for the information transfer
rate R.
The folloiving example uill illustrate some of these concepts
as applied to digital gates.
Example 1: An AND Gate: Consider a two-input AND gate
operating at 100 MHz where both inputs are independent and identically distributed (i.i.d) with the probability of a ’ 1’ on each being
equal to 0.5. In that case, the entropy of the input (taken either as
a single 2-bit source with L = 3 or as two single-bit sources) is 2
bits. The entropy of the AND gate output Y (from (1)) is given by

L-1

H ( X )= -

(1)

p,logz(p*),
1=0

def

where p i = P T ( X = Xi)f o r i = 0 , . . . , L - 1 and H ( X ) is in
bits. Note that we have L = 1 for a single bit line, while an m-bit
bus has L = 2m - 1.
This definition of the measure of information implies that the
greater the uncertainty in the source output, the higher is its information content. In a similar fashion, a source with zero uncertainty would have zero information content and therefore its
entropy would identically be equal to zero (from (1)).
We define a related entropy funcrion h ( p ) as follows:

h b ) = - P k 7 2 ( P ) - (1 - p)logz(l - P I ,
where 0 5 p
is defined as,

5 1. Similarly, the inverse entropyfunction
h-l(q) = { P h ( P ) = q10

(2)

H(I’) = -P(O)Eog2(P(O)) - P ( l ) l o g z ( P ( l )
3
3
1
1
= --Zogz(-)
4
4 - qlogz(q)

h-’(q)

1

I P 5 21%

= 0.8112 bits.

2.3

where 0 5 q 5 1. The function h ( p ) is shown in Fig. 2, where
we see that it achieves its maximum value of unity when p = 0.3.
This is the same as saying that if p is the probability of observing
a ’1’ in a binary signal then h ( p ) is maximized if ’1’s and ’0’s
are equally likely. This fact will be employed in obtaining the
information transfer capacity of noisy gates.

2.2 Mutual Information and Conditional Entropy

I
H ( X ) = lim - H ( X I , X z ; . . X , )
n

(4)

c

nH(X1)
= ___ = H(X1),

n

(8)

where H(XIY) is the conditional entropy of X conditioned on Y.
The conditional entropy H ( X I Y ) is given by

H(XIY) = -

Entropy Rate

Just as enrropy is the average number of bits required to describe
the outcome of a random experiment, entropy rare is the average
number of bits per symbol required to describe a random process.
Formally. the entropy rate of a stochastic process { X , } is defined
by
1
H ( X ) = lim -H(X1,X2,...Xn)- (7)
7 L
n t ~
Note that if the stochastic process is i.i.d, we get

The mutual information I ( X ;Y )is defined as

I ( X ;U ) = H ( X ) - H ( X / Y )= H ( Y ) - H ( Y / X ) ,

(6)

(3)

which is equal to the entropy per sample.

2.4

~~(x,y)~ogz(~~(xIy)),
(5)

Information Transfer Rate

In [18], we have shown that any system function with input X and
output Y has a minimum information transfer rate requirement of
R bits/s given by
R = f,H(Y),
(9)

Y E S Y XESx

where the set S X = { X OX
, I , . . . , XL-I} and
SY = {YO,YI,. . . ,Yhl-l}.
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where H ( Y ) is the entropy of the output Y and f5 is the rate at
which the input symbols are being generated. This information
transfer rate R is implementation-independent.
Example 2: Consider the two input AND gate from Example 1.
Let the rate at which the input is being processed (rate at which
the gate is clocked) be 10MHz. For the same input statistics
as in Example 1, the information transfer rate is given by R =
10 x l o 6 x 0.8112 = 8.112Mbits/scc.
Note that the information transfer rate is dependent on both ].he
rate at which the data is being processed and the probability distribution of the input.
2.5

Figure 3: A channel models for:(a) binary symmetric channel, (b)
an inverter, and (c) for a 2-input AND gate.

Channel Capacity
3.2

The channel capacity per use C, is obtained by maximizing t(4)
over all possible distributions of the channel input X . In other
words.

Multiplying C, with the rate at which the channel is used
Hz), we obtain

C =Cufc,

fc

((in

c,

(11)

where h ( ) is the entropy function dejinec;!in ( 2 ) and C, is in bits
per use of the channel. Furlhennore, th,t, output distribution that
achieves this capacify is the uniform distjibution given by:

It was also shown in [ 191 that it is possible to achieve an information transfer rate R, (defined in (9) for a digital system [18]) with
a probability of error p e approaching zero (via appropriate coding
of the inputs) as long as R < C.
Example 3: For the AND gate in Example 2, assuming that the
probability of error for all input combinations is 0.1 and the rate of
channel use fc = 20MH2, it can be shown that information transfer capacity of this gate is 10.62Mbits/sec. Note that as we have
C > R, it should be possible to achieve completely reliable operation according to 1191. In practice, the probability of error can
be reduced as follows. As the rate at which the circuit is operated
i s twice the rate at which the input arrives, for every bit of input
information, we can add a parity bit that would enable us to detect
and correct the errors in the output. The design of practical coding
schemes that provide the best performance with least overhead i s
still an actively pursued area of research.§
3

where p v , i is the probability of observing the ithoutput combination.
For relatively high value of V& with respect to the noise voltage, E = 0, i.e., the circuit becomes error-free. In that case, (10)
indicates that C, is equal to unity and thlt: capacity C = fc (from
(1 I)). This is consistent with the conventional measure of capacity
as being the maximum rate at which the circuit can be clocked.
The result in Theorem 1 has a dependence on the technology and
the circuit style through E a n i fc. This dependence is described
next.
3.3

Information-TheoreticFramework for Noisy Gates

Characterization of f c and

E

We assume complementary MOS (CMOS) technology and static
design style. Assunling further that the gates have been designed
with balanced rise and fall tinxs, we obtain the required expression
for fc [21 J as follows.

In this section, we first develop an information-theoretic model
for a noisy digital gate and then employ it to determine the l o w x
bounds on energy. We consider only single output functions in this
paper.

3.1

Information Transfer Capacity of Noisy Gates

While it may seem that information car never be reliably transferred over such a channel, information theory says otherwise. For
such gates, we present the following theorem, which quantifies the
information transfer capacity per use C,:
Theorem I : The information transfer capacity per use C, of an
n-input, 1-output symmetric gate th,ot mi;'kesan error with probability c is given by
:= 1 - h(E):,
(12)

Discrete Channel Model for Noisy Gates

where IC, is the transconduc1:ance of the NMOS/PMOS transistor, v&is the supply voltage, vt is the NMOS/PMOS transistor
threshold voltage, and CL is the load capacitance.
Characterization of E is difficult as it requires the knowledge of
various noise sources and their depe.nden,r:eupon the supply voltage. As this is an on-going work [3, 4, 51, in this paper we will
assume that all the major sources of noise contribute a noise voltexceeds the
age VN and that the gate output is in error when
logic threshold voltage Eh =:
[22]. Assuming further that
VNhas a normal distribution with a variaxe
we obtain [23] E
as,

A discrete channel model for a noisy gate is represented by a trellis
as indicated in Fig. 3(a). This diagram indicates that the probability of the output being correct is 1 - E and the probability that it
is incorrect is e , for all inputs. Such a model is also referred lo
as binmy symmetric channel (BSC) [23]. Thus, we assume that
the magnitude of intermittent noise voltage is sufficient to cawe
logic errors. A noisy inverter and a noisy two-input AND gate
can similarly be represented as shown in Fig. 3(b) and Fig. 3(c),
respectively.

gi3

E
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=

v dd
Q(%y),

(1.9

in our case is the logic ?ais. Therefore. the l o s s r bounds c7n Ecan be obtained by solving the following optimization pro52rr.

where the function Q(z) is defined as,

It can be shown that the probability of channel error E increases as
V d d reduces. For present day voltages and technologies. U.Y is of
the order of a few hundred millivolts and I/dd is in the range of a
couple of volts. We now consider an example, which illustrates the
application of the concepts presented so far.
Example 4: Capacity of a 2-input AND gate in 1 . 2 , ~CMOS:
Assume that V d d = 1.5V, C T , ~= 0.5V, k = 80p.-1/\/72 and
C L = 50f F . Substituting the values of V d d and U.Y into (1 j),we
obtain a value o f t = 0.067. From, (12) with E = 0.067, we get
C, = 0.6461 bitduse. The second component fc of the capacity
equation (1 1) needs to be computed. In order to do this, we substitute the values of k m , v d d and C L into (14) to get f c (1.5L7)=
2.4 x 10’ useskec. Therefore, the information transfer capacity of
this gate is given by C = C,fc = 1.55 x 10’ bitdsec.5
Thus, the AND gate in Example 2 has a relatively high capacity
in spite of the large noise standard deviation of CT~T= 0.51’. Employing the information-theoretic framework presented so far, we
now determine the lower bounds on energy.
3.4

subject to:

The constraint (23) is obtained by replacing the information-theoretic constraint C > R with a more general one: I ( X ;Y )f c 2 R,
where I ( X ;Y ) = [ h ( t )- h ( ~ )f c] (see (4)) for a symmetric, single
output logic gate. We assume that transition signaling is used to
minimize the transition activity at the output of the logic gate. It
can be shown that the relationship between R, U N , t , C L ,v d d , vt,
f c , k . and E in (22), (23), and (24) is quite intricate. In the next two
subsections. we employ (22) to derive two new results.

3.5 Lower Bound on Transition Activity of Noisy Logic
Gates

The lower bound on transition activity derived in [24] is shown to
be a special case of the bound derived in this paper.
Theorem 2: The lower bound on transition activity at the output of a symmetric, single output, noisy logic gate employing transition signaling is given by

Lower Bound on Energy consumption

The three major sources of energy consumption in CMOS VLSI
circuits [6]are:
1. dynamic power dissipation ( P d y n ) - due to capacitive switching,

2. static power dissipation (Pstat)
- due to leakage and subthreshold currents and
Note that in the absence of noise, i.e. E = 0, and substituting
R = X f s bits/s and f c = Rb fs ( R b is the number of code bits
assigned per symbol) into (25), we obtain the lower bound on t as
follows

3. short circuit power dissipation (Psc)- due to direct path currents caused temporary direct paths from b& to ground.

For the sake of simplicity, we assume: I .) single output logic gates,
and 2.) lumped capacitances. The expressions for the different
components of power dissipation are shown below [6, 20, 211:

which is identical to the bound in [24] derived for noiseless gates.

3.6 Lower Bound on Dynamic Energy Consumption of
Noisy Logic Gates

We will now study the impact of reduction in transition activity
on dynamic power dissipation. Assuming that a given circuit is
operating at the lower bound given by (25), the transition activity
at its output is given by,

where

t is the average transition probability, C L is the capacitance being

t = h-l

switched, V d d is the supply voltage, f c is the channel signaling
rate, 7 is the ‘rise-fall time’ of the input signal, K is a constant
dependent on gate topology ( K = 1 for a CMOS inverter), ,LL is
the carrier mobility, CO,is the gate oxide capacitance,
is the
and n is a
effective width-to-length ratio of the inverter, Vr =
constant with a value ranging from 1.4 to 1.5.
we employ the energy dissipation per information bit f?b (in
jouleshit) as a measure of energy efficiency where Eb is given by

Assuming that

;[

+h ( 4

vt << V d d , from (14), we get
fc

=

&n &d

c,.

needs to be increased in order to inNote that if k is fixed.
crease f c to obtain a reduction in t. Substituting (27) and (28)
in (17), the dynamic power dissipation is given by,

and R is the information transfer rate. Note that Et, is the energy
required to transfer one bit of information over the channel which
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Figure 4: Plot of

Vdd

and decoder operate at V d d . Hence, energy savings would accrue
only if the reduction in the supply voltage in the forward channel
is able to offset the overhead. due to the encoder, decoder and the
reverse channel.
Every k bits of the data stream to be transmitted is mapped onto
a codeword of length n bits where n > k . Note that as n > k , the
possible 2k message symbols are mapped on to only a subset (with
size 2 k ) of the possibk 2" codewords. This property is made use
of at the receiver end to perform eiror detection.
The encoded bit stream 11s then transmitted over the off-chip
bus. The complexity of the encoder in terms of number of gates
required to implement it depends on n, k and the coding scheme
employed. At the receiving end, the received bit stream is first
decoded using a decoder. The decoder declares an error if the received string of n bits is not one! of the transmitted codewords.
The transmitter is informed of the error using a reliable high-&
reverse channel. On nxeipt of an error signal from the receiver,
the transmitter retransmits the message symbol.
The simplest possible coding scheme that can be employed is
n-repetition code where the same information bit is transmitted n
times and majority logic is used at. the receiving end for decoding
the message bit. We show that this approach (commonly employed
in fault-tolerant computing [26])is highly inefficient in terms of
energy. However, a simple Hamming code [30] results in substantial power savings.
For any positive integer mi 2 3, there exists a Hamming Code
with following paramelers.

vs. Edyn.
BUFFER

BUFFER
DATA
IN

IIATA

OUT

Figure 5 : Chip I/O signaling:(a) traditional and (b) proposed
schemes.

9

Vs. &d is shown in Fig. 4. First
The plot of Eb =
of all, note that minimum energy dissipation does not occur at the
minimum possible V d d which in this case is V d d - m z n = 0.8660V.
Increase in V d d enables the circuit to be operated faster (higher fc)
and hence results in a decrease in t. Note that the decrease in t
indeed offsets the increase in V d d till V& = 1.0782V. Further
increase in V d d does not result in sufficient reduction in t Hence,
we see an increase in energy dissipation beyond v d d = 1.0782V.
4

code length: n =. 2m - 1

0

Information symbol length: ,IC = 2,

0

No. of parity bits: n - iE = :tn

-m

-1

The BER for Hamming codes is given by

[

p , = 2m[l

+ (2"

.-

1 ) ( 1 - 2c)

-

2m 1

] - (1 -

€)-q

/k

(30)
where E is the error proltiability per llit over the bus line and is given
in the present context b:y (15).

Design Example: High-speed Chip U 0 Signaling

In this section, we will demonstrate how we can get close to the
lower bounds derived in the previous section for high-speed chip
110 signaling. This is conceptually a simple problem but of great
importance due to the high-data rates (0.5 Gb/s-2.6 Gb/s), low voltage levels (0.7V-0.8V) and noisy board environment [27, 28, 291.
Thus, the problem boils down to the design of low power transmitter and receiver circuits in the presence of noise.
We make the following assumptions: 1.) CbUs= 50pF, 2.)
gate capacitance C, = Cb,,/5000, 3.) U N = 0.3V, 4.) R =
8 Mb/s, 5.) k , = 750puA/V2, and 6.) desired bit-error rate
( B E R )=
The traditional scheme (see Fig. 5 ) requires a
supply voltage of Vdd = 4.8V to achieve the desired BER with
E b =565pJ/bit. Next, we propose a noise-tolerant scheme that
achieves a 3X reduction in Eb while achieving the same BER.
4.1

0

4.2

Energy Savings

In order to compute the: power dissipation, the capacitance of the
bus-line is modeled as a lumped capacitance CbUsat the output of
the transmitter buffer. We assume that buffers in both the transmitter and the receiver are a tapered series of inverters which are sized
to minimize delay [22].
In case of the conventional syslem, the energy dissipated per
information bit transmitted is given by
Eold

= 0.5V2dCbas (Jhit),

(31)

where V d d is the supply voltage at which e =
per bit. It is
assumed that the signal has a ,transition activity of 0.5. It can be
shown that the energy dissipation for the proposed scheme is given
by

Noise Tolerance via Error Control

The proposed noise tolerant scheme (NTS) is shown in Fig. 5(b).
The forward channel has employed a reduced voltage level v d d / K v
(where V d d is the supply voltage in Fig. 5(a)). The forward channel is noisy and makes errors with probability E given by (1 5). The
errors due to noise are handled via error detection and error correction using retransmission. Retransmission requests are made over
a reverse channel with signaling voltage Vdd. The reverse channel
will be used infrequently if the errors are infrequent. The encoder

where I s u b is the off-state 1eak.age wrrent in the buffer, fs is the

input data rate in bitdsec, C d t c is thi:: decoder capacitance,
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Figure 7: Plot of supply voltage vs. Zoylo(BER) per information
hit for the traditional unencoded scheme and proposed NTS.

Figure 6: Plot of supply voltage vs. Energy dissipation per information bit for the traditional unencoded scheme and proposed
NTS.
encoder capacitance, K , is the factor by which the supply voltage
for the forward channel in the proposed scheme is scaled down,
and p d is the probability of error detection which is given by pd =
€--e.

The expression for energy dissipation in the original scheme
(31) includes only the dynamic component of energy dissipation.
The static component of energy is negligible due to a high device
threshold voltage in the buffer circuit. In the proposed scheme
(32), both static and dynamic components of energy dissipation are
taken into account. This is because the device threshold voltage in
this case is low due to low supply voltage levels. The expression
for E,,, also involves energy dissipation in the encoder and decoder circuits where the supply voltage is kept high to maintain
high noise margins.

4.3

Figure S: Plot of loglo(BER) vs. energy dissipation for the traditional unencoded scheme and proposed NTS.

Results

the complexity of the encoder and the decoder in terms of their
switching capacitances becomes comparable to that of the bus.
We now compare the schemes discussed with to the lower bounds
obtained in section 3. From Fig. 4, we see that the lower bound
equals E b = 20.5 pJibit. This is shown in Fig. 9 along with the
values of Eb achieved by proposed noise-tolerant schemes. Also
shown is energy efficiency of a n-repetition code with n = 5.
Note that repetition code does not offer any energy savings as
compared to the original scheme. However, a simple linear code
such as the Hamming codes does offer about 3X reduction in
energy dissipation while muinruining the throughput to achieve a
BER =
Note also that the lower bound on Eb is about

We now compare the performance and energy dissipation of the
two schemes discussed above. The value of the off-state leakage current Isub in the buffers is computed using (20). Note that
though we have taken three sources of energy dissipation into consideration, due to the high value of the off-chip bus capacitance,
the dynamic component of energy dissipation is the primary source
of power dissipation for the proposed scheme.
Fig. 6 shows the plot of supply voltage vs. energy dissipation
for the traditional and the proposed schemes. Note that at a given
supply voltage the energy dissipated in the traditional scheme is the
least. For the proposed scheme, as we increase the value of m, the
number of parity bits in the coding scheme, the ratio n / k decreases
and hence energy consumption also decreases. It should however
be noted that at a given supply voltage the BER of the traditional
scheme is much higher than that of the proposed scheme. This
is indicated in Fig. 7, which shows the plot of supply voltage vs.
BER (bit error rate) for the original and the proposed schemes. It
can be seen that at a given supply voltage the bit error rate offered
by the proposed scheme is several orders of magnitude better than
the one offered by the traditional scheme where only the supply
voltage is varied to provide the desired level of reliability in terms
of bit error rate.
Fig. S shows the plot of performance (in terms of BER) vs. energy dissipation for the schemes considered above. Note that as expected, to achieve a specified value of BER, the traditional scheme
(where no coding is employed) consumes the maximum amount of
energy. For the proposed scheme, note that as the value of m is increased, the energy dissipation required to achieve a desired level
of performance decreases. This trend will however change when

Figure 9: Comparison of lower bound and other schemes for offchip bus data communication
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24X below the Eb achieved by current day systems. This indicates that substantial energy savings are possible via the use of
more sophisticated coding schemes.

F. N. Najm, “A survey of power estimation techniques in
VLSI circuits”, IEEE Trans. on VLSI Systems, pp. 446-455,
Dec. 1994.

5 Conclusions
The main conclusions of this paper are: 1.) noise-tolerance is an
attractive technique for achieving low energy operation in presence of noise, and 2.) lower bounds on energy can be derived via
information-theoretic concepts. For an off-chip signaling, we have shown
that the lower bounds are a factor of 24X below what present day
systems achieve and that a 3X energy reduction can be achieved
by employing a noise-tolerant scheme based on a simple Hamming
code.
Future work needs to be directed towards multiple output functions, comprehensive noise models, efficient noise-tolerant schemes
for on-chip logic and digital signal processing filters so that energy efficiency can be achieved in the presence of deep submicron
noise. Efficient approaches to noise in the deep micron era would
require a judicious combination of noise-tolerance and noise-reduction.
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